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1 OBJECTIVE

This document is intended to provide guidance on how to import certificates of CanCERT PKI subscribers,
downloadable from http://www.ewa-canada.com/certsearch _fld/certsearch.php, so that others can interact
with CanCERT PKI subscribers using encryption and digital signatures.

2  SCOPE

These procedures cover the importation certificates using Microsoft Outlook 2000 and Internet Explorer
5.5.

There are three sets of procedures: Downloading The P7C File, Trusting The CanCERT CA and
Associating A Certificate With A Person. Trusting the CanCERT CA only needs to be done once per
machine the certificates will be used on. Associating A Certificate With A Person will need to be done for
every subscriber that you wish to communicate with.

3 DOWNLOADING THE P7C FILE

Downloading the subscriber’s P7C file must be done before either of the following procedures can be
performed. This is done the following way:

1. Go to the EWA-Canada CanCERT Certificate Search page at http://www.ewa-
canada.com/certsearch_fld/certsearch.php.

2. Search for the subscriber who’s certificate you want to use. You can search by the subscriber’s
last name, e-mail address or common name.

The search engine will support letters and numbers from the English language, dashes (-),
ampersands (@) for an e-mail search and the wildcard character (*).

4} EWA Canada - Microsoft Internet Explorer =101 3]

J File Edit ‘ew Favorites Tools Help
J [ @ ot | @ [ @ | %v =] |JAgdress| http: v, ewa-canada, com/pkifcertsearch,php j @GU
J4EWA - Canada =

IT Security Lab | Consulting | CanCERT™ | PKI | Managed Security Services | Hews

R ic Key Infrastruc

|Search for a CanCERT™ PKI user:

|Lastname: ||Tay“ | Search |
|Emai| Address: | | Search |
|Commor1 name: | | Search |

Contact the PKI Group

Apply for your CanCERT™ PKI Certificate

EviA-Global Sentry | EWA Inc | Sike Map | Qualifications | Papers | Jobs | Contact Us

Copyright @ 2002 Electronic Warfare Associates-Canada, Ltd, -
! | _>l_I
P3| l_’_|° Internet Y
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3. Click the name of the subscriber you were searching for under the Common Name heading to
download their .p7c file.

4} EWA Canada - Microsoft Internet Explorer i ] 5]

J File Edit Yiew Favorites Tools Help

J oo o @ ﬁ' | @ (Gl @ | %v é |J.°.Qldress| http:}/ewa-canada. comypkijcertsearch. php j 6)60

JdEWA - Canada =

IT Security Lab | Consulting | CanCERT™ | PKI | Managed Security Services | Hews

R 1c Key Infrastruc

| Common Name | Email Address
|Mchael Taylor |mta3{10r@ ewa-canada com

Contact the PKI Group

Apply for your CanCERT™ PKI Certificate

EWwA-Global Sentry | EWA Inc | Site Map | Qualifications | Papers | Jobs | Contact Us
Copyright © 2002 Electronic Warfare Associates-Canada, Ltd,

=
4 | »

& ’_’_|° Inkernet i
4. Internet Explorer may ask you what you would like done with the file. Select ‘Save this file to
disk’ and click ‘OK.’
5. Select where you would like to download the file to and select ‘Save.” The file should download

in a short time.

Clicking the e-mail address will result in your default e-mail application opening a new message
with that e-mail address as the recipient.
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This procedure is performed so that Windows, Outlook and other software will trust the CanCERT
Certificate Authority to issue legitimate subscriber certificates. This means that any authentic certificates
you use from the CanCERT Certificate Authority will be trusted, drastically reducing warning messages

received when using the certificates.
1. Open Microsoft Internet Explorer.

2. Select Tools->Internet Options.

/3 EvA Canada - Microsoft Internet Explorer

J File Edit Wiew Favoribes | Tools  Help

-

J¢- - - D ﬁ|@ Mail and Mews

Agdressl http: f v, ewa-canada, comfpkifcertsearch. php j @Go

Synchronize. ..
l ‘Windows Update
<

5

¢ Show Related Links | CanCERT™ | PKI | Managed Security Services | Mews

Internet Options. ..

R ic Key Infrastruc

|Search for a CanCERT™ PKI user:

||_astname: |

| Search I

|Emai| Address: |

| Search |

| Search |

Apply for your CanCERT™ PKI Certificate

EWA-Global Sentry | EWA Inc, | Site Map | Qualificstions | Papers | Jobs | Sontact Us —

Copyright @ 2002 Electronic Warfare Associates-Canada, Ltd,

| of

Enables you to change settings,

4

3. Select the ‘Content’ tab and click the ‘Certificates’ button.

Internet Options ﬂﬂ

General I Security  Content |Cnnnectinns | Programs I Advanced |

—Content Advisor

Ratings help vou control the Internet content that can be
wviewed on this computer.

Enable. .. | Sethings.. . |

— Certificates

% Use certificates to positively identify yourself, certification
@ authorities, and publishers,

Certificates. .. I Publishers... |

—Personal information
By AutaComplete stores previous entries AutoComplete. .. |
and suggests matches For you, =
Microsoft Profile Assistant stores your My Profle. . |
personal infarmation. =

oK | Cancel | Apply
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4. In the ‘Certificates’ dialog, press the ‘Import’ button.

Certificate Installation Procedures

2]

Intended purpose: I{.ﬂll}

Intermediate Certification Authorities  Trusked Rook Certification Autharities I

K1

Issued To

I Issued B

=

4|k
I Expiratio... | Friendly Mame I:I
(i

ABA.ECOM Rook CA AE4, ECOM Roak 24 09/07/2009  DST (ABA.ECOM...
=l autoridad Certificad... Autoridad Certificadar, ., 28/06/2002  Autoridad Certifi..
[=)autoridad Certificad... Autoridad Certificador. .. 29/06/2009  Autoridad Certifi...
ElBalimars E2 by 05T Baltimore EZ by DST 03072002 ST (Baltimore E...
Belgacom E-Trust Pr... Belgacom E-Trusk Prim... 21/01f2010 Belgacom E-Trus...

Ecaw HET Securele. .
=] caan HKT Securetle. ..
Ecasw HET Securee. .
=] cesw HET Securehle. ..

CEA HKT Secureblet ...
CEAY HET Securebet ...
CBAY HKT Securebet ...
CBM HET Securebet ...

16/10{2002  CW HKT Secure..,
16/10/200%  Cw HKT Secure...
16/10/2010  CW HKT Secure. ..
16/10/200%  CW HKT Secure... LI

Impatt. .. I Export, .. Remaie advanced. .. |
Certificate intended purposes
Wiew |
Close |
5. The ‘Certificate Import Wizard’ will appear with a welcome screen. Click ‘Next” when you are
ready to select the certificate.
6. Enter the path and filename of the P7C file you want to import or press ‘Browse’ to look for the

P7C file you downloaded. If you choose to browse for the file then you must change the ‘Files of
Type’ category to ‘All Files (*.*).” Once you have the file location click ‘Next.’

21|

x| e ®m ek E-

File hame: IMichaeI Taylar.p¥c j Open
Files of type: I,-’.\II Files [%.%] j Cancel |
F
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7. On the ‘Certificate Store’ window select ‘Automatically select the certificate store based on the

type of certificate.” Press ‘Next.’

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location Far

& {aukomatically select the certificate store based on the bype of certificake:

" Place all certificates in the following store

Certificate stare:

Browse. .. |

< Back I Mext = I Cancel |

8. Windows should now indicate that the ‘Certificate Import Wizard” completed successfully. Press

‘Finish’ once you are done looking at the details.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Import
wizard,

You have specified the following sektings:

Certificate Stare Selected  Automatically determined by &
Content PKiCS #7 Certificates
File Mame E:\Michael Taylor.p?c
L | H©
< Back Cancel |
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9. Internet Explorer will confirm whether or not you wish to add the CanCERT PKI certificate to
your Root Store. On this dialog will also be two thumbprints you can use to verify you are
installing the correct certificate. If these numbers match the numbers displayed near the bottom of
the CanCERT PKI Certsearch page where you downloaded the .p7c file, the certificate is correct.

Certificate Installation Procedures

Press ‘Yes’ to continue with the installation.

Root Certificate Store
Do you want ko ADD the Following certificate ta the Root Store?

Subject : CanCERT PEI, CanCERT, CA

Issuer ; Self Issued

Time Yalidity | November 6, 2001 through Movember &, 2021

Serial Mumber @ 3BESS4FY

Thumbprinkt {shal) : 51068046 347F5B44 5997C616 E471A513 405621 7F
Thumbprink {mdS) : 35E0893E 14FE1AS1 9206233F FDE4F65S

‘CanCERT PKI” will now show up under the ‘Trusted Root Certification Authorities’ tab in the
‘Certificates’ window.

Certificates e
Intended purpose: I{.ﬂll} j
Inkermediate Certification Authorities  Trusted Root Certification Authorities I ﬂ_ll
Issued To I Issued B I Expiratio,.. | Friendly Mame I:I
Ecat cal 11/03/2019

iaCDd Certific... |

CERT PKI CanCERT PEI 06,11

Certiposte SEFveLr

Certiposte Classe &...

Certisign - Autorida. ..

Certiposte Classe & P...

Certiposte Serveur

Certisign - Autoridade. ..

Z4/06,/2015
24/06/2018
26062018

Certiposte Editeur
Certiposte Serveur
Certisign Autorid. ..

Certisign - Aukorida,.,  Certisign - Autoridade...  26/06/2018  Cerkisign Autorid...
Certisign Autoridad...  Certisign Autoridade ... 26/06/2018  Certisign Autorid. ..
Certisign Autoridad,..  Certisign Autoridade ... 09/07/2018  Cerbisign Autorid...
Eclass 1 Primary CA Class 1 Primary CA 06/07/2020  CertPlus Class 1 ... LI

Irpork. .. | Expart...

Remove

Certificate intended purposes

<all=

advanced. .. |

Wiew |

Close
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Associating the subscriber’s CanCERT certificate with their contact information in Outlook will allow you
to send and verify incoming digitally secured messages to and from that subscriber.

1.

Open Outlook and find the contact you want to associate the certificate with.

¥ CanCERT - Microsoft Dutlook

JEiIe Edit Wiew Favorites Tools Express Actions Help

Jﬂewv §||EX|Y @v %}Fi_nd %Organi;e||cg@@

CanCERT
# | Folder Lisk b4 |
E--@?‘ Outlook Today - [Personal Folders]
~$E1 \Infected
% Calendar

(=} Contacts

I:I---@ Deleted Items (13)
-4E} Drafts

My Mail 45 Inbox

%1 Infected

gﬁ Journal

55 My Mail

Calendar 24 Motes

@ Cukbox
Soa 7 %71 Sent Items

My Shorbouks @ Tasks
Other Shartouts LI

N

|t Item

Open the contacts file information and go to the ‘Certificates’ tab.

EB Michael Taylor - Contact

JEiIe Edit Wiew Insett Format Tools Ackions Help

I [=[ 3]

L R

Jngaveandclose |§ 0} | v @

General I Details I Activities ] Cettificates I Al Fields I

Qutlook will use one of these certificates to send encrvpted mail ba this contact,
‘fou can gek a certificate by receiving digitally signed mail from this contact or by importing a
certificate File For this contact,

Certificates (Digital IDs):

Properties. .. |
Set as Default |

Remove |

Press the ‘Import’ button and browse for the subscriber’s .p7c file.
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Page 7 of 8

EWA-Canada Proprietary



EWA-Canada Proprietary

E WA 9997-249-D200

Certificate Installation Procedures

4. The subscriber’s certificate will now show up in the Certificates (Digital IDs) section. Press ‘Save
and Close’ when you are finished.

EE Michael Taylor - Contact 18] x|

JEiIe Edit Wiew Insert Format Tools Actions Help |
Jngaveandclose |§ 1] | ¥ @@- > -

General I Dretails ] Aickivities ] Certificates I &l Fields ]

Outlook will use one of these certificates to send encrypted mail to this contact,
You can get a certificate by receiving digitally signed mail from this contact or by importing a
certificate file For this conkack,

Certificates (Digital IDs):

ultj

Set as Default |

Impart. ..

U

Remove
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